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Important Notice

All rights, including copyright, in this PowerPoint file are owned
and reserved by the Hong Kong Police Force. Unless prior
permission in writing is given by the Commissioner of Police, you
may not use the materials other than for your personal learning

and in the course of your official duty.
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About JFIU

» Set upin 1989

» Co-staffed by officers of HKPF & C&ED
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» Sole agency to manage the suspicious transaction reporting regime
» Financial intelligence exchangeSWIth LEAs and FIUs worldwide

> Memberongmont Group since 1996

> Estab,Lfshment of Financial Intelligence and Investigation Bureau (FIIB)
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About JFIU

Financial
Institutions & Regulatory

DNFBPs Authorities

JFIU

LEASs Professional

Bodies
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¢ Key Legislation “
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Key Legislation

1989  Drug Trafficking (Recovery of Proceeds) Ordinance(DTROP, Cap. 405)
Al GEET1SE) 1B (554055)

1994  Organized and Serious Crimes Ordinance (OSCC Cap 455)
B RBE TG (84555) Cap o

-t::J/

2002 United Nations (Anti-Terrorism: MéaSureS) Ordinance (UNATMO, Cap. 575)
Wk ()i,.,\'ﬁ'ﬁiii‘*ﬁﬁ)ﬂ%ﬁl (%575§)

2012 AI\/IL&CFT(FmanmaI Instltutlons) Ordinance (AMLO, Cap. 615)
?Iﬁlﬁ'aﬁ&,u\'rﬁﬁ?ﬁﬁ%% (EREE) &P (386155

2018 '""..’Ammendment of AMLO, Cap. 615
B RERIBMND FE S B E6] (556155) AUEET
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Key Legislation (Anti Money Laundering)

Any person

* Knowing or having reasonable grounds to belieye \

* Any property

* |In whole or in part or md1rectly represenfs/proceeds of drug
trafficking .

« Deals with the prope.r/tf/f’i;"'""i, ~

= S5.25 of Cap 405 DTROP

Maximum Penalty: S.25 of Cap 455 0SCO

- HKD 5 Mllhon fine
- 14 xgars imprisonment
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Key Legislation (Counter-Terrorist Financing)

Any person should not
 Provide or collect directly or indirectly i\
* Any property

* With the intention that the property be ’tiSéd or knowmg that thé
property will be used -

» In whole or in part t_o-/;c”é)f?i*ﬁ'ﬁ)_j.t/éﬁe or more terrorist acts
\& 5.7 of Cap 575 UNATMO

//., \

Maximum: Penalty
- 14years “imprisonment
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Key Legislation (Suspicious Transaction Reporting)

Any person
 Knows or suspects

« Any property represents / was used / is mten/—;”d to be used in
connection with the proceeds of drug trafflckmg or indictable

offences or terrorist property Nl

 Should disclose that knowledge or suspicion to an authorized
officer (i.e. JFIU) <% S

- S.25A(1) of Cap. 405 DTROP
Maximum Penalty S.25A(1) of Cap. 455 0SCO

- Level 5 fine (HKD 50,000) 5.12(1) of Cap. 575 UNATMO
. 3 months’ imprisonment
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Key Legislation (Suspicious Transaction Reporting)

Where a person
* Knows or suspects that a disclosure has been made
» The person shall not disclose to another person any matter

* Which is likely to prejudice anymvestlgaﬁén which might be
conducted following that f]rst-ment]oned disclosure

f ) -
-

Maximum Penalty: bt S.25A(5) of Cap. 405 DTROP

- HKD 500,000 fine $.25A(5) of Cap. 455 0SCO
- 3 months ‘imprisonment $.12(5) of Cap. 575 UNATMO
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¢ Methods of Money Laundering and TerrdF%t/Financing
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Methods of Money Laundering

Placement

Layerlng,

&
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Integration
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Methods of Money Laundering

» Stage I: Placement

» Place dirty money into the financial system

Smuggling cash =,
Business et

P __Réhﬁﬁitﬁtance

=p Valuables

- Currency exchange
Securities

$$ into the banking system

Real estate
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Methods of Money Laundering

» Stage Il: Layering

» Convert proceeds of crime into other forms

S e

» Create complex layers of financial transactions to defraud the
audit trail, source and owner of funds

Deposits Multiple Multlp!e
transfers transactions

Joint Financial
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Methods of Money Laundering

» Stage Ill: Integration
» To integrate the laundered funds from different sources

» Use the laundered funds to purchase clean assets

A/C Business Real Estate  Valuables  Currency Securities  Cryptocurrency

e lllicit assets being
\ &) == Syn dicate integrated for the
- T use of criminals

Joint Financial

Intelligence Unit

© Hong Kong Police Force BB L EEREFTA 17



Methods of Terrorist Financing

» Abuse of donations and NPOs A

» Funding from criminals or legitimate actiVities""_'_@ Ko

2

» Physical transportation of ca sh/

N

> Use of banks accounts and MSOs

7 R0 &

* OvefaLl,{e,ve‘[/af terrorism threat in HK - “Moderate”

Joint Financial
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STR Mechanism

Financial
Intelligence
Unit

. -

- :

.

-

Law
Enforcement
Entities Agencies
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STR Mechanism

< Public-Private Partnership 2>

Reporting
Entities

Financial Institutions
& DNFBPs

CDD + KYC

Record Keeping

Internal Controls
STR Filing

© Hong Kong Police Force BB L EEREFTA

Financial
Intelligence Unit
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JFIU
STR Regime

Intelligence Exchange

HInternational Cooperation

Law
~ Enforcement
Agencies

-_—

e.d. Police, Customs, ICAC

\Traim’ng & Outreach /

Financial Investigation

Asset Tracing
Restraint & Confiscation

Mutual Legal Assistance
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STR Mechanism
/ \ / Financial \ /

~

Reporting Law
Entities Intelligence Enforcement
Unit Agencies
4
Analvsis Financial
\_ ysis ) \_ Investigation /
Information Intelligence Evidence
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STR Statistics

» Number of STR received (2012-2021 Jan-Sep)

92,115 2
p //.
gl
%
o
57,130
51,588
43,290
37,188
2015 2016 2017 2018 2019 2020 2021 (Sept)

m No. of STRs
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STR Statistics
» Sectoral Breakdown of STRs received by JFIU in 2021 (Jan-Sep)

35,244

486 ' : 567

27
M Banks Minsurance’ | Money IISFC Registered Stored Value IMSO
~Companies Lender Companies Facilities
PO Licensees
MReal Estate | Dealers in B Accountancy Trust & Company [ Others
Agents ~_Precious Firms Firms Service Providers
Products
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STR Reporting

Suspicious Transaction

How to submit an STR? Report And Management
System (STREAMS)

Suspicious transaction reports can be made in one of the following ways:

[ e by e-reporting system, STREAMS ]
e by email to jfiu@police.gov.hk

g} e by fax to : (852) 2529 4013
@ « by mail, addressed to Joint Financial Intelligence Unit, GPO Box 6555 Hong Kong

'> e by telephone (852) 2866 3366 (for urgent reports during office hours)

If you want to file an STR via STREAMS, you have to complete the application form and return
to the JFIU either by fax (2529 4013) or email (jfiu@police.gov.hk). If you need any further
information, please feel free to contact the JFIU.

© Hong Kong Police Force e B 2R I Er A
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‘SAFE’ Approach

Screen subject entities’ background & transactions
ASk appropriate questions to clarify circumstances
F]nd relevant records for review

Evaluate whether suspicion is substantiated

© Hong Kong Police Force BB L EEREFTA 26



STR Reporting

e Legal obligation
e Applied to all /
e Disclosure based on knowledge or suspi Clg;,a//

e No reporting threshold

z//
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/.
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e |Legal protection agamst »cwrt or criminal liability
e No dlsclosure of the reported details to another person

. Source of the report is kept confidential
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STR Reporting

Red Flag Indicators

Client

= Politically Exposed Person? _
= Non-resident / Corporate from high-risk country? M,
= No known nexus with Hong Kong? - -.
= Stooge account? ,

= Complex corporate structuféffbbééuring ultimate beneficial
ownership)?

Joint Financial
- Intelligence Unit
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STR Reporting

Red Flag Indicators

Transaction
= Payment from 3" party / cashier order/ demand d_-réft?
= Transactions incommensurate with Client’s backg'rbﬁ:n’élﬁ

= Unusual high/ low payment for a property/ goods payment?

= Transacted with unrelated partres / JUI‘]Sd]Ct]Oﬂ7
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STR Reporting

Red Flag Indicators

Previous Records/ Further Enquiries
= Background check / open source (adverse news) |
= Failing to disclose specific role / relationship / OWﬁ’ershlp of property
= Unwilling to response to questio_n__s oranswers are not convincing

= Unwilling to provide Suppomngdocument

&
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STR Reporting

Red Flag Indicators

Evaluation

= Information from client is incommensurate with your record in hand?
= Information from client could not be verified?

= The client appeared to be a stoqgg_j_ﬁ-ﬁf{the_;__transaction?
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> Recommendatlon
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STR Reporting

Recommended structure of STR narrative
(1) Triggering Factors

2) Background of Subject(s)

) CProne ) (CAdiress

: I} ' (TR Summary ) (_ Reporting Body ) (_ Subject *) (( Organi
(3) Transactions = - (noetestine) (sopon nsot) (G sovere) (Bniss) QD CDED

Sequence Mo: 1 EE
English Mame; | Family Name: |GMnNuno: Midde Name:
(4) Reporting Entity’s Enqu1r1es & Open Source Information e e
./'/ Other ID Type: [] |t others:
(5) Conclusion & Way Forward T omsmm et Cat Comte) e ot i 1§
(Suspected Grimes ) ( Suspicious Indicators ) ( Open Source Info_) ( Enity Lists ) [Check | Save { Print |G°"“'- Om OF [u |0wwl'°"- -
' Account ‘
Sequence No: 1 [E
) Account Number: I Account Type: E| if Oters:
E )V Opening Date: Closing Date;
g < Batance: Currency: HKD HﬁmmntEH Date:
Ll — s
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STR Reporting

Recommended Structure of STR Narrative

(1) Triggering Factors P

Involved crimes (fraud/corruption/sanctions/ terrorlstacts, etc.)

- Warrants/court orders received il

Open source information (news/ llSt of regulatory agencies, etc.)

/4e /

Pattern of suspicious transactrons (large transactions/temporary
repository of fund, etc)

(2) Background of SubJect(s)

Personal Age occupation, income, transaction history, etc.

Corporate. Date of establishment, business nature, expected
transaction amount, etc. / s=s Joint Financial

g Kong Police Force & s i Il e A Intelligence Unit &




STR Reporting

Recommended Structure of STR Narrative
(3) Transactions Pl
Reviewed period

-

- Fund movement pattern (sudden change?) | “J;/

Total amount depOSIted/ WIthdrawn

/,. _ /-

Suspicious transactioms (Not llmlted to transactions of large
amount/ frequent transactions)

. Pattern ef susp1c10us transactions

‘e Joint Financial
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STR Reporting

Recommended Structure of STR Narrative

(4) Reporting Entities’ Enquiries & Open Source Informatlon

,/,_.

Suspicious indicators (KYC querles world check etc 2> not

necessary to report all queries carried out) )
{J e

- Links of open source information
(5) Conclusion & Way Fo,-Y!_ami.;;{:i;;li-; /
Conclusion of the repott

Follow—up actlons (Enhanced CDD measure » End of business
__..,_,_...relatlonsmp, etc.)

: ]
N Zerid e
;:1,—47 S
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STR Feedback

» Acknowledgement of receipt
» Consent / No Consent / N/A

» Quarterly STR analyses
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» Meeting with stakeholders
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Case sharing

» 1. Adverse news
» 2. Tax evasion | B

» 3. Transaction wi thhlghrlsk jurisdiction
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Thank You!

Website: www.jfiu.gov.hk
Telephone: (852) 2866 3366
Email: jfiu@police.gov.hk
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